
What does the Machine in the Middle See?
A Networking Crash Course + A Ubiquitous Attack Theme

2025-07-04



Introduction

Noctiluca (she/her)



Introduction

Mandalor (she/her)
Ich interessiere mich für Informationssicherheit und Datenschutz



Introduction

Cameron (any/all)
I like mathematics and locks.

Slides: crn.lu

crn.lu


OSI Layers

+-+-----------------+------------------------------------+----------------+-----------------+

|n|OSI Layer |Function |Example |TCP/IP Layer |

+-+-----------------+------------------------------------+----------------+-----------------+

|7|Application |high-level protocols |HTTP,SSH,FTP | |

+-+-----------------+------------------------------------+----------------| |

|6|Presentation |encoding,compression,encryption,... |TLS | Application |

+-+-----------------+------------------------------------+----------------| |

|5|Session |manage communication sessions |PPTP | |

+-+-----------------+------------------------------------+----------------+-----------------+

|4|Transport |(reliable) transmission structure |TCP,UDP | Transport |

+-+-----------------+------------------------------------+----------------+-----------------+

|3|Network |addressing and routing of packets |IP | Internet |

+-+-----------------+------------------------------------+----------------+-----------------+

|2|Data Link |frames note to node |Ethernet,ARP | |

+-+-----------------+------------------------------------+----------------| Link |

|1|Physical |Raw bits over wire |Wires | |

+-+-----------------+------------------------------------+----------------+-----------------+



Ethernet (Layer 2)1

3 characters = 1 octet

+---------------------+---+-------------------------+

|Preamble |SFD|destination mac |

+-------------------------+------------+------+-----+

|source mac |opt:vlan tag|et/len| pay-

+----|------------+---------------------------------+

load|crc | interpacket gap |

-----+------------+---------------------------------+

1https://www.rfc-editor.org/rfc/rfc894



IPv4 Header (Layer 3)2

0 octets 2 octets 4 octets

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| IHL |Type of Service| Total Length |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Identification |Flags| Fragment Offset |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Time to Live | Protocol | Header Checksum |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Destination Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Options | Padding |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Payload |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

2https://www.rfc-editor.org/rfc/rfc791



IPv6 Header (Layer 3)3

0 octets 2 octets 4 octets

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| Traffic Class | Flow Label |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Payload Length | Next Header | Hop Limit |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

+ +

| |

+ Source Address +

| |

+ +

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

+ +

| |

+ Destination Address +

| |

+ +

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Payload |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

3https://www.rfc-editor.org/rfc/rfc2460



UDP (Layer 4)4

0 octets 2 octets 4 octets

+--------+--------+--------+--------+

| Source | Destination |

| Port | Port |

+--------+--------+--------+--------+

| | |

| Length | Checksum |

+--------+--------+--------+--------+

Stateless connection:

| Data |

|------------------> |

| |

| |

4https://www.rfc-editor.org/rfc/rfc768



TCP Header (Layer 4)5

0 octets 2 octets 4 octets

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Port | Destination Port |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sequence Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Acknowledgment Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Data | |C|E|U|A|P|R|S|F| |

| Offset| Rsrvd |W|C|R|C|S|S|Y|I| Window |

| | |R|E|G|K|H|T|N|N| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Checksum | Urgent Pointer |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| [Options] |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| :

: Data :

: |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

5https://www.rfc-editor.org/rfc/rfc793



TCP Handshake (Layer 4)

State State

| |

SYN sent | SYN,seq=n | SYN recieved

|-----------------------> | (half open)

| |

| |

| SYN ACK,seq=m,ack=n+1 |

| <-----------------------|

EST | |

| |

| ACK, seq=n+1,ack=m+1 |

|-----------------------> |

| | EST

| |



TLS Handshake (Layer 6ish)6

Client Server

| |

| SYN |

|----------------------------> |

| |

| SYN ACK |

| <--------------------------- |

| |

| ACK, ClientHello |

|----------------------------> |

| |

| ServerHello, Cert |

| <----------------------------|

Verify | |

Cert | Client KeyEx, Cipher Spec,Fin|

|----------------------------> |

| |

| Cipher Spec,Fin |

| <----------------------------|

| |

| Data |

| <------------------------> |

6https://www.rfc-editor.org/rfc/rfc8446



Wireshark7

7https://www.wireshark.org/download.html



Wireshark8

8https://www.wireshark.org/download.html



Demo Time
We’ll do it live!



MitM

+--------+ +---------+

|Alice |------------------------|Bob |

+--------+ +---------+

Eve (somehow) inserts themselves between Alice and Bob in a fully
transparent manner. From the perspective of Alice and Bob, there
is no a priori way to distinguish these two scenarios. Without
preshared information, an active attacker can impersonate Alice to
Bob and vice versa.

+--------+ +-------+ +---------+

|Alice |-------| Eve :)|--------|Bob |

+--------+ +-------+ +---------+



MitM

In an unswitched network (say, an ethernet hub) everyone is
automatically in this position, since every message is delivered to
everyone. In a switched network, we need some trickery to logically
place ourselves in the position in the middle.

+-----+

| Bob |

+-----+

|

|

+--------+

| Router |

+--------+

| |

+-----+ | | +--------+

|Alice|---+ +---| Eve :( |

+-----+ +--------+



ARP10

1. ARP (Address Resolution Protocol): reslove layer 3 addresses
to layer 2 addresses

2. ARP request: ask for MAC address corresponding to IP
address (broadcast)

3. ARP response: answer to ARP request by owner of IP address
(broadcast)

4. Results are cached.

5. ARP announcements: send ARP information without request.
Can be spoofed9

6. Spoofing ARP announcements allows us to read traffic not
intended for us.

9spoof = forge
10https://www.rfc-editor.org/rfc/rfc826



ARP

In an ARP spoofing attack where they want to be between Alice
and the Router, Eve sends ARP announcements stating that

1. The Router’s IP address can be found at her MAC address

2. Alice’s IP address can be found at her MAC address

We now have the following:

1. Alice wants to send something to the router. Her cache leads
her to put it in a frame made out to Eve. Eve forwards the
packet to the router

2. The same holds if the router wants to sent something to alice.

3. All traffic to and from alice now pass trough Eve.



ARP

+-----+

| Bob |

+-----+

|

|

+--------+

| Router |

+--------+

| |

+-----+ | | +--------+

|Alice|---+ +---| Eve :) |

+-----+ +--------+



Bettercap11

11https://www.bettercap.org/



Bettercap12

12https://www.bettercap.org/



Demo Time
We’ll do it live!



Our Setup

+----------+

|Webserver |

+----------+

|

|

|

+--------+

|Router |

+--------+

| |

| |

+--------+ | | +----------+

|User |------ -----| Attacker |

+--------+ +----------+



Thank You



1. The diagrams on slides 7,8,9, and 10 are taken from the
respective RFCs. The rest are generated using
https://textik.com.

2. The bettercap logo is taken from bettercap.org.

https://textik.com
bettercap.org

